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how .ZEPTO  is spread

You will have a display message like in this example

turn
gRoupwise 

viewer 
off

WHAT IS .ZEPTO
AND WHAT DOES IT DO?

ZEPTO Ransomware Virus
 

• It encrypts the file and change the file extension to             
    .Zepto – example  Report.docx will now be Report.Zepto
• They will ask money – example 0.5 Bitcoin to 1 Bitcoin which is equal to  
   (± $200 to $400)
• If you have no backup of your data – you might feel to pay –  Do not pay 
   the money!
• It even encrypt your network-based backup files. Keep sensitive and
    important files in a third party storage.
• It encrypts your files on all your DRIVES (not only C) – example USB 
  (flash drives), external drives, P drives, mapped drives and 
  shared drives such as:  ONE DRIVE, DROP BOX, GOOGLE DRIVE

example of mapped drives

Need more help
Personnel

Contact your  
IT Service Desk

or
Students

Student IT Servi- 
ces
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Email Attachments

how do you know the pc is infected?

example of mapped drives

in Grouwpise go to to view, 
untick Quick Viewer

tip
It works just like Locky, except it renames your files to 

.Zepto and not .Locky 

More on ZEPTO Virus ...
IDIGITAL TIMES

http://www.idigitaltimes.com/ransomware-update-zepto-bart-cryptxxx-cerber-hitting-users-hard-month-542946

