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Information Technology

Microsoft Security Essentials (MSE) for Windows 7

Microsoft Security Essentials (MSE) provides protection of Windows workstations against virus attacks and
malware intrusions.

1 Traylcons

e Click on the Show hidden icons button (rectangle) on the right hand side of the Taskbar (at the bottom
of the desktop).

e Note the MSE icon. The colour tells you what the status is.
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1.1 Green Icon

e Ifthe icon is green, right click on the green icon and click on Open.

i Microsoft Security Essentials
Computer status - Protected

Microseft Security Essentials i manitering your Scan options:
computer and helping to protect it.

@ Quick
Full
Custom...

& Real-time protection: On
Scan now

& Virus & spyware definitions:  Up to date

Scheduled scan settings
Mext scan: Sunday around 2:00 AM (Quick scan) | Change my scan schedule
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The Settings tab has quite a few options available.

Computer status - Protected

@¥ Update

Scheduled scan
Default actions [¥] Run a scheduled scan on my computer (recommended)

Real-time protection When:

Excluded files & locations

Excluded file types Around:
Excluded processes

Advenced 0200 e
Microsoft SpyNet Scan type:

Check for the latest virus & spyware definitions before running a scheduled scan

Start the scheduled scan only when my computer is on but not in use

& Save changes | [ Cancel

e Settings may be tuned by the user according to his/her needs except for the Real-time protection
option — which MUST always be Turned On.

i
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PC status: Protected

@ Help

Scheduled scan
Default actions Turn on real-time protection (recommended)

Skt Real-time protection alerts you whenever malicious or potentially unwanted software
Real-time protection stternpts to install itself or run on your PC.

Excluded files and locations
Excluded file types
Excluded processes
Advanced
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1.2 Red Icon

e Iftheicon is red, right click on the red icon and click on open.

e Click the button to take the recommended action and MSE will clean the detected file and then do a
quick scan for additional malicious software. You can also click the Show details for more info.
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Computer status - At risk

L3 Settings

Microsoft Security Essentials detected 1 potential Scan options:
threat on your computer.

@ Quick

) Full

0 Custern..
& Real-time protection: On

& Virus & spyware definitions:  Up to date

how il

Scheduled scan settings
Next scan: Sunday around 2:00 AM (Quick scan) | Change my scan schedule

1.3 Orangelcon
o If the icon is orange, right click on the orange icon and click on open.

e You should take action, for example turning on Real-time protection, running a system scan, or
addressing a medium-severity or low-severity threat.

| dh Microsoft Security Essentials == oy =~

a2 pUter Siatus  Potentially yinprotected

Feal-time protection is turned off. You should tum it
on,

0 Real-time protection: off

% Virus & spyware definitions:  Connection failed

Scheduled scan settings
Mext scan: Sunday arcund 2:00 AM [Quick scan) | Change my scan schedule

2 Updating Security Essentials (@NWU)

The auto update of the definition files at NWU is done via the internal Windows Update Server. It will take
place transparently - in the background - together with all other Windows Updates.

Automatic updates will check the internal server every 4-5 hours for updates (and when switching the
workstation on).

Original details: Riaan Marx(10075291) Q:\ITC\All_Procedures_NewLayout\Security Essentials for Windows Xp\Security Essentials for Windows XP.docm
23 November 2010

Chandré Anne Botha (10088458)
25 June 2012
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