Do not open

unknown email files
the "LOCKY RANSOM VIRUS" might be hiding in there.

o Yo e spam o

The malware downloads

with malware CT8B Locker

° You're required to pay Bitcoins °You're given a ransom ° CTB Locker encrypts
via TOR (NOTE: DONT PAY) notice with a deadline your files

WATCH OUT FOR THESE !!

Locky ransomware is spreading at the rate of
4000 new infections per hour
across the globe

SPAM mail [SPF:fail]
from Hann... print please
i
Document... Documents
[SPF:fail] hi Fwd: Nwu
prnt Account User

Zip files, Invoices, Payments,
Orders, Confirmations, Photos,
Music,watch out!

EASY STEPS TO FOLLOW

To help protect the University's Intellectual
Property and
ensure your own productivity

Backup your data

Verify email address
telephonically

‘ Unsure, Delete

SHARED DRIVES

When the PC is infected your One Drive
Dropbox or Google drive's files will be overwritten.
it is recoverable, but don’t wait longer than 2 weeks !

One Drive Dropbox Google Drive
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@ Read more... @ @ Read more... @ Read more...

for Staff
Contact your

IT Service Desk
Potchefstroom 018 - 299 2700

for Students
IT Services for Students F20-G49



https://support.google.com/drive/answer/1716222?hl=en
https://support.google.com/drive/answer/2409045?hl=en
https://www.dropbox.com/guide/business/manage-files/file-back-up-and-recovery
https://support.office.com/en-us/article/Delete-or-restore-files-and-folders-949ada80-0026-4db3-a953-c99083e6a84f
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